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OneGradePlus Installation and Configuration

OneGradePlus Installation and Configuration Guide
This guide describes the installation, upgrade and configuration of the OneGradePlus Web
Application and Import Service. Please refer to the separate OneGrade DB_Client Upgrade Guide
for details about installing and updating the SQL Server database and Windows Application. Further
details about the Import Service are in the Combined Import and Scheduler User Guide.

Contents

OneGradePlus Installation and CoNfigUration GUITE .........c.uiiiiiiiiiiiiie ettt et e e e e e e s ebae e e satae e e abeeessbaeesssstneennnns 1
(IS 2T [T =T 4 = o1 £ U PSPPI 2
INSEAITATION «.evtiiiitie ettt b e e b bbbt h e e bbb b bt sh s et bt b s b b sa e e b 4
Viewing the Web Application(s) in IS after INStallation..........ccceeiircieieeeece et et esnaeeennee s 8
Database CONMECTION ....ccuiiiiiiiieiie ettt b e bt bbbt e b bt e b sh e et e bt s bb et e s bt e b e e b e s b e e b e sbs e b e sbeeanenres 9
Vo Lo TR oY g =TI 2 o o T=T o 3SR 9
Windows, Forms and MS OAULh 2.0 AUTNENTICATION ...eeeiiiiiiiiriiee ettt e eecrre e e e e e esabaeeeeeeeeabaaeeeeseesasereseseensnnes 11
21T T [T qY =48 o TN o 1 o L3 13
(o =4 o [PPSR PRPPRTRRPPPRROE 14
Changing AUthENTICAtION IMOUES ......ccueeiiiiiieecie ettt et e et e s ee e e et e et e saee e teesnseesseessaesnseenseesneaenseesnseensneesneensennn 16
Important - Configuring OneGradePlus for Use after INStallation ...........ccccuiiiiiiiiiiiiiiciecccec e 17
(oY a1 =0T 4T o S 17
Links to External Website from ONeGradePIUS ..........cciiiiiiiiiiniiiiiiieeee ettt s 19
StUENt ACCESS 10 ONEGIAUEPIUS.... .ottt sttt et e s bt et e e b e e b e sbeeae e b e easenbesbeenbesbeenneeabenasenbenne 20
Linking to OneGradePlus from other APPlICAtIONS. .......ceiiieciierie et e e e et esreeete e s e e e eeessaeenseenseesenes 20
Installing and Upgrading the OneGrade IMPOIt SEIVICE .......ciiciiiiiiiiiiiiieccieeecitee et e e s eette e e sire e sebeeesbaeesssbeeesbaeesssseaesnnees 21
OneGrade IMport SErvice INSTAAtION . ......c.eiiieerieee et see s e st e et eesseeeteesseeeteesseesnseesseesnseeseessnsennne 21
Configuring the OneGrade Import Service after INStallation .........cccooiiiiiiiii e 26
ONEGrade IMPOrt SEIVICE UPGIrade . ....coo i ittt ettt e et e sttt e sttt e e e ate e e s abeeesabee s atteesabbeessabeeeestee e snsneas 28
Changing the Locale of the Built-in SErvVICE ACCOUNTS .......uiiiiiiiiiiiie ettt e e re e et e e ta e e esate e e staeeesabeeesnbaeaesssereas 32
OneGradePlus and the SQL Server Database QUEIY STOTE........cccieeuieieerieeieesee et e seesae e esreeseeeteessseeaeesseesseesseesnseenseenns 33
MS-OAuUth 2.0 (Entra) — IS APPlICAtion SETLINGS ...ccuviivieeiiieeieectee ettt ecte et s e st eeaeesteesbeebeesrseeabeessseessaesseesaseensanenans 34
MS-OAuth 2.0 (Entra) — Grant Read Permission to Local Service Account for a Certificate.........ccoeeeeiieeeeiieeecieeeccieeees 35
MS-OAuth 2.0 (Entra) — Using the OAULh USEINGMIE.....c...iicuiiiieiiieeieecte ettt ettt e ve e e eteesveesbeestaeebeesaaeesseestaesaseenseesanes 36

Total College Ltd. shall, under no circumstances, be liable for any damages or losses
arising out of the use or inability to use this software product or any other software

product used in conjunction with this software product.

TOTAL COLLEGE www.totalcollege.co.uk
o R N onegrade(@totalcollege.co.uk



OneGradePlus Installation and Configuration

IIS Requirements
OneGradePlus requires Microsoft Internet Information Services (1IS). Using Windows Features, turn

on the following features:

Windows Features —

Turn Windows features on or off

O

To turn a feature on, select its checkbox. To turn a feature off, clear its

checkbox. A filled box means that only part of the feature is turned on.

. = |i| Internet Information Services
[ . FTP Server
o @] | Web Management Tools
] | 1156 Management Compatibility
15 Managerment Console
] | 1Is Management Scripts and Tools
1 | 1Is Management Service
= @ | World Wide Web Services
=] Application Development Features
JNET Extensibility 3.5
MET Extensibility 4.8
Application Initialization
ASP
ASP.NET 3.5
ASP.NET 4.8
cal
|SAPI Extensions
ISAPI Filters
Server-Side Includes
WebSocket Protocol
= @] | Commeon HTTP Features
Default Document
Directory Browsing
HTTP Errors
HTTP Redirection
Static Content
WebDAY Publishing
O Health and Diagnostics
= [® | Performance Features
Dynamic Content Compression
Static Content Compression
= [m | Security
Basic Authentication
Centralized 551 Certificate Support

RERRRERREERRE

OROREE

O

Digest Authentication

IP Security

Request Filtering

URL Authorization
Windows Authentication

ROROOOOOR

[Tl Internet Information Services Hostable Web Core

Client Certificate Mapping Authentication

115 Client Certificate Mapping Authentication

Cancel

X
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Note: the minimum .NET version required for OneGradePlus is 4.8.0.
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In Windows Server (2022), accessing Windows Features is done via Server Manager.

Open Server Manager, click Manage in the menu and select “Add Roles and Features”:

B Server Manager

WELCOME TO SERVER MANAGER

o Configure this local server

T Dashboard

¥ Local Server
& All Servers
W§ File and Storage Services »
QUICK START

WHAT'S NEW

LEARN MORE
ROLES AND SERVER GROUPS

= File and Storage

1 § Local S 1
Services ¥ Locol Server

(B Mananashility ) Mananashilite

‘Add Roles and Features
Remove Roles and Features

Add Servers
Create Server Group

Server Manager Properties

Hide

Follow the Wizard through by selecting the appropriate options and pressing “Next >":

On the Features step of the Wizard, turn on the same options as displayed on Page 2 of this guide:

= Add Roles and Features Wizard

Before you begin

Before You Begin

Installation Ty hosting a website.

Server

To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following taske have been completed:

* The Administrator account has a strong password
* Netwark settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

complete the steps, and then run the wizard again.

To continue, click Next.

[ skip this page by default

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing documents, or

If you must verify that any of the preceding prerequisites have baen completed, close the wizard,

Install

BE |

DESTINATION SERVER
windows2012r2

(=]

TOTAL
®

Add Roles and Features Wizard

Select features

Before You Begin Select one or more features to install on the selected server.

Installation Type Features

Server Selection

[®] .NET Framework 4.5 Features (2 of 7 installed)
[:I Background Intelligent Transfer Service (BITS)
[ BitLocker Drive Encryption
[[] BitLocker Netwark Unlock

COLLEGE
cco o0 @ .
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MW NET Framework 3.5 Features (1 of 3 installed) L4l

BE |

DESTINATION SERVER

windows2012r2

Description

.NET Framework 3.5 combines the
power of the .NET Framework 2.0
APls with new technologies for

building applications that offer

appealing user interfaces, protect
your customers’ personal identity
information, enable seamless and




ONE@RAQE

OneGradePlus Installation and Configuration

Installation
After extracting the installation files locally on the server on which IIS is installed, run the file
OneGradePlusinstaller.exe:

LogFiles 30/01/2024 14:26 File folder

OneGradePlus-Website 30/01,/2024 14:26 File folder
[2] Microsoft.Web. Administration.dll 08,/03/2016 10:28 Application exten... 144 KB
[8 OneGradePlusinstaller.exe 30/01/2024 13:53 Application 316 KB
| OneGradePlusinstaller.exe.config 19/09/2023 15:23 XML Configuratio... 1 KB

After ticking the Agreement checkbox, you will be asked to Install or Upgrade the OneGradePlus
Website. Select to Install the OneGradePlus Website and press Next:

@
PLUS ‘
(]
Welcome to the OneGrade Plus Installer. |
Total College Ltd shall, under no cincumstances, be liable for any damages or losses arising out of the F
use or inability to use this software product or any other software product used witht his software product.
By choosing to Install the software you are agreeing to this limitation of liability and the terms of use of this software.
Please select an Option: @ Install a New OneGradePlus Website |
@] Upgrade an Existing OneGradePlus Website
O Install a New OneGradePlus Import Service
@] Upgrade an Existing OneGradePlus Import Service
1
. Next
Product Version: 1.40.0.5065 Server Locale: en-GB Date Format: dd/MM.Ayyy

At the bottom of the screen, the server locale is displayed. If this is not en-GB with a date format of
dd/MM/yyyy, this may indicate that the IIS_IUSRS user (that IIS runs under — by default) and the
LOCAL_SERVICE user (that the services run under — by default) are not also and should be checked.
See the section in this document “Changing the Locale of the Built-in Service Accounts”.

Note: Installing and Upgrading the OneGradePlus Import Service is described later in this
document.

On the next step, you will be asked to select the IS WebSite to install the OneGradePlus Web
Application under. You may alter the name, file path and application pool name as necessary. You
may also select to use Windows Authentication (recommended) or Forms Authentication. Note that
setting the authentication requires some extra configuration within IIS after the installation. Full
details are described later in this document.

TOTAL COLLEGE www.totalcollege.co.uk
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OneGradePlus Installation and Configuration

Note: If possible, it is worth considering setting up a separate IS Web Site within IIS for
OneGradePlus as it will cause minimal disruption to other web applications if it needs to be

restarted.

() OneGradePlus Installer - New Website - X

Install New Website:

Select lIS Site Default Web Site ~

New Website Name ‘OneGradeP\llS ‘

Website Physical Path ‘C.\\netpub\wwwroot\oneGradePIus ‘ -

New App Pool Name ‘OneGradeP\us

Authentication ® Windows

O Forms
O MS-OAuth 2.0 (Entra)

Previous Next

If you choose Windows or Forms Authentication, pressing Next opens the database connection step.
If you select to use MS-OAuth 2.0 (Entra) authentication, you will be asked for your MS-OAuth 2.0
(Entra) connection details prior to entering the database connection details:

You will be asked for the Tenant ID and Application ID along with your preferred method of Security
and the details. All of these details may be changed later from within IIS under the Application
Settings for the Web Application.

o5 OneGradePlus Installer - OAuth Settings — O X

OAuth Settings:

Tenant Id |12345678-ab:def789-1234—56 |
App Id |xyz455451 00-jklmnop830-252 |
Security Type SECRET ~

Certificate Data

Certificate Location

Certificate Password

Secret Code Imn-ghijk-tuv-456-1 98{ |

© These values will be populated in the OneGradePlus Website (web.config)

Previous Next

More details about registering the OneGradePlus Web Application within a Tenant can be found
within the Registering and Configuring OneGradePlus within MS-OAuth (Entra) User Guide.

When the MS-OAuth 2.0 (Entra) Authentication method is selected, OneGradePlus will look to the
OAuth UserName within OneGrade. This is detailed in the MS-OAuth 2.0 (Entra) - Using the OAuth
UserName section at the end of this User Guide.
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A Series of Application Settings are available within 1IS for the Web Application to support the use of
MS-OAuth 2.0 (Entra). Further details can be found in the MS-OAuth 2.0 (Entra) — IIS Application
Settings section at the end of this User Guide.

Database Connection Details

() OneGradePlus Installer - Database Connection — [m] x
Database Connection:
Server |(Iocal] ‘
Database |OneGrade| ‘
User |TCUserAccount ‘
Password |""u ‘
Test Connection
Previous Next
— : T

Enter the name of the SQL Server which holds the database(s) and the connection details.
The SQL server name will be:

For a named server (database not on an instance), enter SERVERNAME

For a named server (database on an instance), enter SERVERNAME\INSTANCENAME

For an IP address (database not on an instance, default port), enter 99.99.99.99

For an IP address (database not an instance, port 1400), enter 99.99.99.99,1400

For an IP address (database on an instance, port 1400) enter 99.99.99.99\INSTANCENAME, 1400

By default, the TCUserAccount is used to connect to the database(s). The password will be held in
an encrypted form against the IIS Website Application Setting “OGP_CONNECTION_PASSWORD”.

Note: Any number of OneGradePlus web applications may be installed. For instance you may
wish to create a OneGradePlusTraining web application connected to a OneGradeTraining
database.

The Test Connection button will confirm if the database connection details are OK (or not). Also, it
will check the SQL Server timezone. If it is not a UK timezone, a message similar to the one shown
below will be displayed:

Database Information X

Connection is Ok

Note: the Database Timezone is:
(UTC+01:00) Amsterdam, Berlin, Bern, Rome, Stockholm, Vienna'.

We recommend OneGrade uses a Database with a UK Timezone.

TOTAL COLLEGE www.totalcollege.co.uk
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OneGradePlus Installation and Configuration

(The SQL Server uses the regional settings on the Server it is installed. A simple check is to SELECT
GetDate() from a query window in SQL Server Management Studio on the OneGrade database)

The final step is to confirm the installation choices that have been made prior to creating the
OneGradePlus web site:

@ OneGradePlus Installer - Confirm

Please check the details below. then click 'Finish' to complete the Install-

Install New Website:
Site Name: Default Web Site
Website Name: OneGradePlus
Website AppPool Name: OneGradePlus
‘Website Physical Path: C:\inetpubwwwroot\OneGradePlus
Authentication: Windows
Database Server: (local)
Database Name: OneGrade

Database User: TCUserAccount

Pressing Finish will begin the installation. After successful installation, the following message will be
displayed:

@ OneGradePlus Installer - Finished — [m] X

° The Website was Created Successfully

Please ensure the Website only has "Windows' Authentication
Enabled (in IIS)

Example URL:  hitp://localhost/OneGradePlus

|

Note: After installation, within IIS, recycle the Application Pool.
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OneGradePlus Installation and Configuration

Viewing the Web Application(s) in IIS after Installation
In the installation example, OneGradePlus has been installed under the Default Web Site. When the
IIS Manager is opened, this is how it is presented:

'qﬂ Internet Information Services (115) Manager
=y

i j" b LAPTOP-CPEIMIHZ » Sites » Default Web Site » OneGradePlus »

File View Help

Connections

¥ 9 /OneGradePlus Home
=l =]

v--q_ﬂ LAPTOP-CPEIMNIHZ (LAPTOP-CPEINTHZ\andrew]

; g Filter: - WGo g
J Application Pools
w .[@] Sites ASPMET
v & Default Web Site P 4
- = '. il 1)
» E OneGradePlus % %’:"}
MET MET MET Error
Authorizat.. Compilation Pages !

2 & =&

Providers  Session 5tate SMTP E-mail
s

w 13)
o= i

ASP Authentic...

Cal

Within Windows file explorer, under the installation file path C:\inetpub\wwwroot, the Web
Application Files have been installed under the “OneGradePlus” folder:

| @ = | Chinetpub\wwwroot\OneGradePlus

Home Share View

4 » ThisPC » Windows (C:) » inetpub » wwwroot » OneGradePlus v Search OneGradePlus
i inetpub 2 Name - Date modified Type Size
custerr App_Data 30/0 File folder
history App_Start 0 File folder
logs bin 30, File folder
temp Content 30, File folder
- RRTGEE DatabaseChanges 30, File folder
o T fonts 30, File folder
Help 30, File folder
fppiata Notes 0 File folder
App_Start Scripts 30, File folder
bin Views 30, File folder
Content IT bundleconfigjson JSON File 2KB
DatabaseChanges o compilerconfig.json JSON File 1KB
—— B, faviconico ICO File 29KB
Help El OneGradeWebPlus.ruleset Visual Studio Cod... 23 KB
¥ PrecompiledApp.config XML Configuratio... 1KB
Mot 31 Web.config XML Configuratio.. TKB
Scripts

TOTAL COLLEGE
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Database Connection

The OneGrade Web Application connects to a SQL Server database using settings stored in its
web.config file. The web.config file can be opened in notepad and edited directly, or more safely
and practically through the Application Settings using the IIS Manager.

E Internet Information Services (11S) Manager

e 2 » LAPTOP-CPEINIH2 » Sites » Default WebSite » OneGradePlus »
4 File View Help
Connections -
; f@ /OneGradePlus Home
A

v \‘ij LAPTOR-CPETIMTHZ (LAPTOP-CPEINTH2\andrew) [EE

£..[5) Application Pools Filter: - Go  ~ \gqShow All | Group by: Area - (@
1~ & sites ASP.NET
“ @ — - . .
~ & Default Web Site 23 & - P 1 e
g =0 N A = Y
? OneGradePlus :% N E U | 2 \./' Lg” = 2_; ab
NET MNET {MET Errer MNET MET Profile .METRoles  .NETTrust NETUsers |Application | Connection
Authorizat... Compilation Pages Globalization Levels .Settings | Strings
ok % b & -]|
L =i

Providers  Session State SMTP E-mail

Clicking the Application Settings, the following database connection properties can be edited:

e OGP_CONNECTION_DATABASE (the database name)

e OGP_CONNECTION_SERVER (the name (or IP address) of the SQL Server)

e OGP_CONNECTION_USER (the user account being used to connect to the database)
® OGP_CONNECTION_PASSWORD (the password for the user account above)

Alternatively, you can fill in a complete connection string by using the following property
e OGP_CONNECTION_STRING

(Completing OGP_CONNECTION_STRING will over-ride the individual settings above. For example if
you wish to use trusted_connection to connect to the SQL Server database.)

Note: After making any changes to a web application within IIS, recycle the Application Pool.

Additional Properties
There are a series of timeout variables that may be adjusted:

e OGP_DATALOAD_TIMEOUT_SECONDS (timeout used to load grids of data)
e OGP_DATASAVE_TIMEOUT_SECONDS (timeout used to save data)

e OGP_SEARCH_TIMEOUT_SECONDS (timeout used by the Search facilities)
e OGP_TIMOUT_LOGOUT_SECONDS (inactivity timeout)

Increasing these timeouts may solve issues where the database server or network connection is
suffering performance issues. Values should be whole numbers and are in seconds (e.g. 60)

The authentication mode is used by OneGradePlus to attempt to start using windows authentication
or User and Password authentication.

e OGP_AUTH_MODE (WINDOWS or FORMS or OAuth)

TOTAL COLLEGE www.totalcollege.co.uk
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OneGradePlus has a useful error tracing feature to help diagnose any issues that may arise.

e OGP_TRACE_LOCATION (the location (on the IIS server) where the trace files are kept)
e OGP_TRACE_KEEPFOR (the number of days to keep trace files for (the default is 7)
e OGP_TRACE_ALL (use 0 to just record errors or 1 to record errors and trace)

In order to use the tracing feature, it is important that the account under which IIS is running
(usually the IIS_IUSRS account) has Write access to the folder within which the log files will be
written to and stored. E.g.

i OGP_TRACE_LOCATION ~fApp Data/LogFiles/
temp i
App_Data Properties X
wwwroot
OineGradePlus General Sharng Securdty  Previous Versions Customise
App_Data Object name:  Chinetpubwwwroot "OneGradePlus'App_Data
App_Start (Group or user names:
bin SR Administrators (LAPTOP-CPETMN1H2 Administrators) S
Content 52 Users (LAPTOP-CPEINTHZ Users)
ANS_IUSRS (LAPTOP-CPEIMNTIH2MIS_IUSRS)
DatabaseChanges B8 T, ot el il hd
< >
fonts
To change pemissions, click Edit. :
Help gep o Edit.
Motes Pemissions for II5_ILSRS Allow Deny
Scripts Full cortrol o
Views Modify
Fead & execute
Intel List folder contents
Jersey2019 Read
Jersey2021 L v ¥
For special pemissions or advanced settings,
Jersey2022 click Advanced. fhemioe)
LogFiles
legos
COneBusiness Cancel Apply
COneGrade i

The variable OGP_WINDOW_HEIGHT_MULTIPLIER is used to adjust the size of the grid within the
browser page. The default and recommended value is 0.63

A series of settings prefixed OGP_OAuth_ are available to support MS OAuth 2.0 authentication.
These are described in the MS-OAuth 2.0 (Entra) — 1S Application Settings section of this User
Guide.

TOTAL COLLEGE www.totalcollege.co.uk
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Windows, Forms and MS OAuth 2.0 Authentication
OneGrade Plus supports Windows authentication, Forms-based login and MS OAuth 2.0
authentication. These settings are accessed via the 1IS Manager. Select the Web Application and

click the Authentication settings:

ONE@RAQE

Connections

val
v -85 LAPTOP-CP61NTH2 (LAPTOP-CP61NTHZ\andrew)
: ¢ Application Pools
v. &/ Sites
v @ Default Web Site
. :i‘ OneGradePlus

S /OneGradePlus Home

Windows Authentication Settings

1=l
Filter: - Go %Showml Group by: Area
ASP.NET
& I BEL G
R’ = @ & K
NET NET NET Error NET NET Profile  \NETF
Authorizat.. Compilation Pages Globalization
R & [
:f?}__ﬂ 4 =
Providers  Session State SMTP E-mail
115
= | L/ =
ASP CaGl Compression  Default Dired
Document  Brow:
9=

Ensure that the OGP_AUTH_MODE value is WINDOWS. Enable Windows Authentication. Ensure all
other authentication settings are disabled:

Connections

ba

Sﬁ Authentication

H=l

w &__'j LAPTOP-CPEIMTHZ (LAPTOP-CPETMIH2Yandrew)
‘;* Application Pools
v .[&] Sites
v @ Default Web Site
y -[2¥ OneGradePlus

Forms Authentication Settings

Group by: Me Grouping =

Name Status

Anonymous Authentication Disabled
ASP.NET Impersonation Disabled
Basic Authentication Disabled
Forms Authentication Disabled
Windows Authentication Enabled

Response Type

HTTP 401 Challenge
HTTP 302 Login/Redirect
HTTP 401 Challenge

Ensure that the OGP_AUTH_MODE value is FORMS. Enable Anonymous Authentication and Forms
Authentication. Ensure all other authentication settings are disabled:

Connections

s

Sﬁ Authentication

H=]

w ‘H__j LAPTOP-CPETNTHZ (LAPTOP-CPETNTHZandrew)
1;" Application Pools
v &/ Sites
~ & Default Web Site
, =¥ OneGradePlus

TOTAL COLLEGE
@° °°‘co@

Group by: Mo Grouping -

MName Status

Ancnymous Authentication Enabled
ASP.MNET Impersonation Disabled
Basic Authentication Disabled
Forms Authentication Enabled
Windows Authentication Disabled

www.totalcollege.co.uk
onegrade(@totalcollege.co.uk

Response Type

HTTP 401 Challenge
HTTP 302 Login/Redirect
HTTP 401 Challenge
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MS OAuth 2.0 Authentication Settings

Ensure that the OGP_AUTH_MODE value is OAUTH. Enable Anonymous Authentication. Ensure all
other authentication settings are disabled:

Connections

v -3 LAPTOP-CP61N1H2 (LAPTOP-CP61NTH2\andrew)
2} Application Pools

9 Authentication

Group by: No Grouping i

v .[&] Sites Name Status Response Type
v € Default Web Site Anonymous Authentication Enabled
¥ OneGradePlus ASP.NET Impersonation Disabled
Basic Authentication Disabled HTTP 401 Challenge
Forms Authentication Disabled HTTP 302 Login/Redirect
Windows Authentication Disabled HTTP 401 Challenge

This is further described in the MS-OAuth 2.0 (Entra) — IS Application Settings section of this User
Guide.

Note: We recommend that Windows / OAuth Authentication is enabled for users to log into
OneGrade Web. It is advisable to set a password for the administrator account as a fall-back.
Using Forms authentication for all users is not recommended and will be difficult to manage.

Note: After making any changes to a web application within IIS, recycle the Application Pool.

If Windows or OAuth Authentication is switched on, and a user attempting to open OneGradePlus
has not been recognised or their User Account has been disabled within the OneGrade Windows
administration application, they will be presented with a login screen. If the account has been
disabled, a message will be displayed.

@ONE@RADE

PLUS

OneGrade Plus Login

Username
|

Password

UserName 'andrew’ is Disabled

TOTAL COLLEGE www.totalcollege.co.uk 12
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Binding to https
If you bind the WebSite to https, and you link the files to the WebsSite, it is advisable to remove the
WebApplication to prevent errors occurring within OneGradePlus:

v ej LAPTOP-CP61NTH2 (LAPTOP-CP6INTH2\andrew)
2} Application Pools
v - @] Sites
€ Default Web Site
v &) OneGradePlus
https://onegradeplus.college.ac.uk 7| App_Data
| App_Start
bin
| Content

Boundto

_| DatabaseChanges
| fonts
| Help
| Notes

¥ OneGradePlus

| Scripts

Remove the OneGradePlus

Web Application

| Views

Note that if you create a Web Site called OneGradePlus within IIS, temporarily assign it to another
Application Pool when you create it. This is because if you then install the Web Application as
OneGradePlus within the WebSite OneGradePlus, it will want to create an Application Pool called
OneGradePlus. After Installation, reassign the OneGradePlus Web Site to the OneGradePlus
Application Pool.

TOTAL COLLEGE www.totalcollege.co.uk
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Upgrade
After extracting the installation files locally on the server on which IIS is installed, run the file
OneGradePlusinstaller.exe:

LogFiles 30/01,2024 14:26 File folder

OneGradePlus-Website 30/01/2024 14:26 File folder
[2] Microsoft.Web. Administration.dll 08,/03,2016 10:28 Application exten... 144 KB
[8 OneGradePlusinstaller.exe 30/01/2024 13:53 Application 316 KB
| OneGradePlusinstaller.exe.config 19/09/2023 1523 XML Configuratio... 1KB

After ticking the Agreement checkbox and pressing next, you will be asked to Install or Upgrade the
OneGradePlus Website. Select to Upgrade the OneGradePlus Website and press Next:

() OneGradePlus Installer - ] x

@ONE@RADE

PLUS

Welcome to the OneGrade Plus Installer.

e

Tetal College Ltd shall, under no circumstances, be liable for any damages or losses anising out of the
use or inability to use this software product or any other software product used witht his software product.

By choosing to Install the software you are agreeing to this limitation of liability and the terms of use of this software.

Please select an Option: O Install a New OneGradePlus Website

® Upgrade an Existing OneGradePlus Website

O Install a New OneGradePlus Import Service

O Upgrade an Existing OneGradePlus Import Service

Product Version: 1.40.0.5065 Server Locale: en-GE Date Format: dd/MMAryyy Next

Note: Installing and Upgrading the OneGradePlus Import Service is described later in this
document.

Note that only one web application may be upgraded at a time, so if you have multiple
OneGradePlus web applications (e.g. one Live and one for Training), you must follow this procedure
multiple times.

TOTAL COLLEGE www.totalcollege.co.uk 14
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The next step will allow you to choose the web application to upgrade. The installation settings are
stored, so the upgrader will display the same settings as used by the installer. Select the IIS site
followed by the web application itself.

() OneGradePlus Installer - Upgrade Website = O x
Upgrade Website:
Select IIS Site OneGradePlus ~
Default Web Site
Select Website OneGradePlus
Physical Path |c:iTotalCollegeiOneGrade\OneGradePlus |
b
App Pool Mame OneGradePlusfppPool
Authentication ® Windows
O Forms
(O MS-OAuth 2.0 (Entra) A
Previous Next f

At this point, you also have the opportunity to change the authentication method if necessary. If
changing this, make sure the Application and Authentication Settings within IS are changed and
checked (see the Installation section).

After selecting the IIS Site and Web site to upgrade, press Next.

We recommend for safety that you make a backup of the existing website files - you can use the ...
button to open the Web Application folder.

The final step is confirmation of the upgrade. Press Finish to begin the upgrade.

@ OneGradePlus Installer - Confirm — O =

Please check the details below, then click 'Finish' to complete the Install:

Upgrade Existing Website:
Site Name: OneGradePlus
Website Name: /
Website AppPool Name: OneGradePlusAppPool

Website Physical Path: C:\TotalCollege\OneGrade\OneGradePlus

Notes:

- It is recommended you make a backup of the existing Website Folder

- The current "Web_config' will be preserved

TOTAL COLLEGE www.totalcollege.co.uk
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After successful installation, the following message will be displayed:

¥ OneGradePlus Installer - Finished — O *

° The Website was Upgraded Successfully

Note: After upgrading, within IIS, recycle the Application Pool.

Changing Authentication Modes

If an authentication method is changed (e.g. from Forms to Windows, or from Windows to OAuth
(Entra)), as well as changing the Application Settings and Authentication Settings within IIS, the
web.config file should also be checked. Open the web.config file for the OneGradePlus Web
Application within notepad and locate the <authentication mode="..." /> setting:

<!--II5 Authentication Type: Windows, Forms or None (for Entra) --»
<authentication mode="Windows" />
<! --<authentication mode="None">»
<forms loginUrl="~/Login"™ />
<fauthentications»--»
<!--Entra maybe required if IIS does not set--»

Ensure that this is set to the correct authentication mode you are using (Windows, Forms, None). If
it needs changing, you must make that change within notepad. (Note that you may be prevented
from being able to save changes directly, so one technique is to copy web.config to the desktop,
make the changes, save the file and copy it back)

TOTAL COLLEGE www.totalcollege.co.uk
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Important - Configuring OneGradePlus for Use after Installation

Once OneGradePlus has been installed, use the OneGrade Windows Application to complete the
following steps:

1. Enter the OneGradePlus Licence Key into the OneGrade Windows Application. You will need
to contact Total College Ltd. for a Licence Key if you have not been sent one already.

2. Open the System Setting Values screen (Main Menu | System Maintenance | System
Settings - Values). Ensure that the System Value OneGradePlusAuthenticationType is set to
the correct OneGradePlus authentication method as specified in 1IS (FORMS, WINDOWS,
OAUTH).

3. Open the System Setting Values screen (Main Menu | System Maintenance | System
Settings - Values). Enter the OneGradePlus Root URL (so the website can be opened from
the Home screen). Enter the College Structure UDF (so that a college structure level can be
used in OneGradePlus e.g. Enrolment|UserDefinedString1).

4. Open the In Year Grade Web Settings screen (Main Menu | System Maintenance | In Year
Grade Web Settings). Rename and show/hide the In Year Grade settings as necessary.

5. Open the User Defined Fields screen (Main Menu | System Maintenance | User Defined
Fields). Rename the fields with a tablename of “n/a” as applicable.

6. Import Staff Users / Student Users / StaffTeachingGroups as necessary. You may manually
create Staff Users — if you just need to create a few! You may need to alter the Enrolment or
Course import dataset to cater for the College Structure UDF as described in Step 2. After
any imports, you will need to re-summarise the data (Estimated vs Actual Analysis / English
& Maths Analysis screens) and re-index the database (Home screen)

7. Refresh the Windows Application Home screen to display the new licence keys.

8. Itis recommended to recycle the OneGradePlus Application Pool(s) within IIS after an install
/ upgrade.

9. After making changes within the Windows Application, you may need to refresh the local
cache within OneGradePlus (if you have kept your browser open). To do this, within
OneGradePlus, select “Clear Session Cache” from the dropdown alongside your name in the
top right corner of the screen.

Configuration
A summary of features required to be configured for OneGradePlus using the OneGrade Windows
Application are summarised below:

Importing

Because all enrolments can be included in the 5, analysis is no longer restricted to just Level 2 and
Level 3 qualifications. Therefore, your import datasets should import all students and enrolments at
all levels across college for whom you wish to record InYear progress. The StaffTeachingGroup,
StaffUser and StudentUser imports support OneGradePlus.
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Pass/Fail Qualifications - Grades and Points

From this facility — available from the Reference Data menu, there is a flag — “View on Website”.
Those Grades set to True will be available for selection in OneGradePlus when recording InYear
progression.

User Defined Fields
A set of “...Target Grade” and “Student Info...” User Defined Fields is available to define how column
headings / text is displayed in OneGradePlus.

System Setting Flags
The “Allow English / Maths Starting Grades to be entered into OneGrade Web” and “Show InYear
Effort Grades in Web” system settings are available to support OneGradePlus.

Effort Grades

Effort Grades can be maintained within the OneGrade Windows Application. From the main menu,
select Reference Data | InYear Grade — Effort. The system setting flag “Show InYear Effort Grades in
Web” must be set to True. These are then available from within OneGradePlus:

&4 7T ZEE [ Excel :

Toggle Additional ‘Effort Grade' Columns

arna

System Setting Values

The location of the OneGradePlus website and the college structure used by OneGradePlus can be
configured using the System Setting Values. The System Setting Values “WebPlusShowInYearNotes”
and “WebPlusShowEffortGrades” can be set to “YES” to show Notes and Effort Grades respectively
by default. The system setting value “WebPlusimpersonateStudentRef” can be set with the Student
Ref of a test student, so any member of staff can see what a student would see when a student logs
into OneGradePlus.

InYear Grade Settings
InYear progress grades can be recorded up to 12 times per year. Use this facility to define how many
times you wish to record InYear progress grades and the column heading names.

User Accounts
For tutors to use OneGradePlus fully, a User Account must be linked to a member of staff. This will
allow searches (College Structure and Groups) to be saved.
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Links to External Website from OneGradePlus

From within the OneGradePlus, pressing the student icon will open an external website in a new tab
if the System Settings Values WebPlusExternalStudentURL and WebPlusExternalStudentText are
configured.

WebPlusExternalStudentURL
This is the URL that can be used to open an external system from within OneGradePlus; for example
an ILP system. A URL might look like:

http://college.ac.uk/ILPSystem/ilp/information/details.aspx?academicyearid={AcademicYear}&p
mstudentid={StudentUserDefinedString3}

The following parameters can be used:

{AcademicYear} format: yyyy (e.g. 2324)
{AcademicYearlD} format: yy/yy (e.g. 23/24)
{StudentRef}

{StudentUserDefinedStringX} where X is a number from 1 to 8 — e.g. StudentUserDefinedString5

{StudentUserDefinedStringX} is supported because some ILP Systems only accept an encoded
Student Reference, so this way the encoded Student Reference can be imported as a Student User
Defined field into OneGrade and then used within the URL string. You will not want to display this
Student User defined field within OneGradePlus for security reasons, so in the OneGrade Windows
Application, User Defined Fields maintenance screen, leave the User Defined Name blank.

WebPlusExternalStudentText
This is the text that appears when you hover over the Student icon at the left side of the grid to
indicate the ILP System you can open by clicking on the icon.

- | 12166 Jones Mia
[ :
M| Continuing - Click to Launch ILP for this Student [N
& [a77no [ naz:- T
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Student Access to OneGradePlus

Student Accounts are imported into the OneGrade Windows Application. Students log into the same
OneGradePlus Application as Staff in the same way. Student accounts are restricted to a single page
to view selected read-only progress information:

¥ @ OneGrade Plus x4 — o X
« C @ localhost81/groups/VAStudents?mode=b3ag16372j3hd6gc3z7h%3D%3D b+ K | 0 :
ONEGR APEIUE = B 23/24 ~ & Andrew Genner v

Andrew Genner (31018)

This p

National Target lable) and a Personal Target Grade set by your tutor for each of the main qualifications you are enrolled on. During the year, your tutor wil periodically record progress

m Maths Delta A A T /7 B E Bexe
Columns
‘ ‘ Group Code Y oct2s Dec23 QoE Pts . College T... College T Personal Target Gr... Invear VA | InYearVAvsNat  Final Grade
\ 2 \ QB0EDBSY2-23/24 Grp 2 DDD PPP 456 .. DDM DDD EEYE © Avg--

Linking to OneGradePlus from other Applications

To open a Teaching Group within OneGradePlus, if your application supports the generation of a
URL, you should form a URL as follows:

<WebsiteURL>/DisplayGroupCode?AcademicYear=<AcademicYear!D>&GroupCode=<GroupCode>

The <AcademicYearlD> parameter will accept AcademicYears in the format yy/yy or yyyy (e.g. 23/24
or 2324)

The <GroupCode> parameter will accept the Group Code in text form (e.g. EngGCSEGroupA, 801430,
B56_100_A etc.) Note that there are no quotation marks or other delimiters around this text.

e.g.

https://onegrade.college.ac.uk/DisplayGroupCode?AcademicYear=23/24&GroupCode=P294610_A
http://onegrade.college.ac.uk/DisplayGroupCode?AcademicYear=2324&GroupCode=EngGCSEGroupA

If you don’t pass the <GroupCode> into the URL, it will open OneGradePlus on the homepage for the
Academic Year specified:

<WebsiteURL>/DisplayGroupCode?AcademicYear=<AcademicYear/D>
e.g.

https://onegrade.college.ac.uk/DisplayGroupCode?AcademicYear=22/23
http:// onegrade.college.ac.uk/DisplayGroupCode?AcademicYear=2223
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Installing and Upgrading the OneGrade Import Service

The OneGrade Import Service is a windows service that can be scheduled to automatically import
and summarise data on a regular basis. Further details can be found in the Combined Import and
Scheduler User Guide.

OneGrade Import Service Installation
After extracting the installation files locally on the server on which IIS is installed, run the file

OneGradePluslinstaller.exe:

LagFiles 30/01,2024 14:26 File folder

OneGradePlus-Website 30/01/2024 14:26 File folder
|2 Microsoft.Web. Administration.dll 03/03,2016 10:22 Application exten... 144 KB
[a] OneGradePluslnstaller.exe 30/01/2024 13:53 Application 316 KB
¥ OneGradePlusinstaller.exe.config 19/09/2023 15:23 AML Cenfiguratio... 1KB

After ticking the Agreement checkbox, you will be asked to Install or Upgrade the OneGradePlus
Import Service. Select to Install the OneGradePlus Import Service and press Next:

(@ OneGradePlus Installer — O X

GONE@RADE

PLUS

Welcome to the OneGrade Plus Installer.

L e e

Total College Ltd shall, under no circumstances, be liable for any damages or losses arising out of the
use or inability to use this software product or any other software product used witht his software product.

By choosing to Install the software you are agreeing to this limitation of liability and the terms of use of this software.

Please select an Option: O Install a New OneGradePlus Website

(O Upgrade an Existing OneGradePlus Website

@ Inztall a New OneGradePlus Import Semvice

() Upgrade an Existing OneGradePlus Import Service

Product Version: 1.40.0.5065 Server Locale: enGB Date Format: dd/MMyyyy Next

At the bottom of the screen, the server locale is displayed. If this is not en-GB with a date format of
dd/MM/yyyy, this may indicate that the IIS_IUSRS user (that IIS runs under — by default) and the
LOCAL_SERVICE user (that the services run under — by default) are not also and should be checked.

The next step is to enter the connection details to the SQL Server OneGrade database. Note that the
OneGrade Import service does not have to be on the same server as the IIS OneGradePlus Website
or the SQL Server database.
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8 OneGradePlus Installer - Database Connection — O e
Database Connection:
Server |(Ioca|]| |
Database |OneGrade |
User |TCUSerAccount |
Password |||||-|| |
Job Timeout  |1200 seconds
Test Connection
Previous Next

Enter the name of the SQL Server which holds the database(s) and the connection details.
The SQL server name will be:

For a named server (database not on an instance), enter SERVERNAME

For a named server (database on an instance), enter SERVERNAME\INSTANCENAME

For an IP address (database not on an instance, default port), enter 99.99.99.99

For an IP address (database not an instance, port 1400), enter 99.99.99.99,1400

For an IP address (database on an instance, port 1400) enter 99.99.99.99\INSTANCENAME, 1400

By default, the TCUserAccount is used to connect to the database(s). The password will be held in
an encrypted form within the OneGradelmportService.exe.config in the same location as the
OneGradelmportService.exe. More details: https://totalcollege.co.uk/wp-
content/uploads/2026/01/Storing-Passwords-in-OneGrade.pdf

The default Job timeout is 1200 seconds (20 minutes). This may be altered as necessary. Some jobs
may take considerable time, so this is recommended. The timeout can be changed later within the
OneGradelmportService.exe.config file (see the “Configuring the OneGrade Import Service after
Installation” section later in this document).

Once the database connection details have been entered and the connection tested, press Next.

TOTAL COLLEGE www.totalcollege.co.uk
o R N onegrade(@totalcollege.co.uk

22



ONE@RAQE

OneGradePlus Installation and Configuration

This step will install the Service to the selected location on the current server. Note also that the
location of the Log files may also be changed here from the defaults if necessary. (The log files may
be useful to help diagnose any issues with the OneGradePlus Import Service. Log files are
automatically removed after 30 days.)

@ OneGradePlus Installer - New ImportService — [m| *

New Import Service

Service Name: |OneGradeImportService I_' | 6N Services
Service Status Service Folder and Executable exists
Source Files Location: |c:\onegrade I 1_40_0_0hor deplusinstallupgradeor deplusinstaller+

STV ECT (o [T Wt (o] WIMIC -\ TotalCollege’\OneGrade \OneGrade Import Service

Log File Location |C."-.LUgfiIes"-.OneGradelmpurl

Continue

Previous

After the Service Name, you can add a suffix. This allows multiple services to be installed on one
server. E.g. a live service (with no suffix) connected to the live database, and a test service (suffixed
Test) connected to a OneGradeTest database.

The OneGradePlus Import Service is a 3-step process.
Step 1: Press “Copy Service Files”:

(@ OneGradePlus Installer - MNew ImportService — O X

New Import Service

Service Name: |OneGradeImportService Services...
Service Status Service Folder exists (executable does not exist)
Source Files Location: |c.\temp \or deplusinstallerv1.35.0%r deplusimportservice |

Service Target Location: |C:\Tota|Cc||ege\0neGrade\OneGradeImportSer\rice |

1 Log File Location |C:-.Log1iles \OneGrade Import |
q
Step 1: Copy Service Files
Previous
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On Success, Step 2: “Install Service”:

@ OneGradePlus Installer - Mew ImportService - O X

New Import Service

Service Name: |OneGradeImportService Services...
Service Status Service Folder and Executable exists
Source Files Location: |c:\ten1p\onegradeplusinstallew‘l.39.D\onegradeplu5-importsenrice |

Service Target Location: |C:\TotalCoIIege\OneGrade\OneGradeImportSenrice |

Log File Location |C:'-.Logfiles'-.OneGradeImport |

Step 1: Copy Service Files v

Previous

On Success, Step 3: “Start Service”:

@) OneGradePlus Installer - New ImportService = O X

New Import Service

Service Name: |OneGradeImportService Senvices...
Service Status Service Folder and Executable exists
Source Files Location: |c:\temp\onegradeplusinstaller~u1.BB.D\onegradepIus-importsenrice |

Service Target Location: |C:\TotaICoIIege\OneGrade\OneGradeImportSenrice |

1 Log File Location |C:'-.Logfiles'-.OneGradeImport |
g

Step 1: Copy Service Files v

Step 2: nstall Service v

Previous

TOTAL COLLEGE www.totalcollege.co.uk 24
® ccc0 Q@ onegrade@totalcollege.co.uk



One@RADE

OneGradePlus Installation and Configuration

Once the Service has started, a message will be displayed and the Finish button will show:

@) OneGradePlus Installer - New ImportService — O *

New Import Service

Service Name: |OneGradeImportService Services...
Service Status Service Folder and Executable exists
Source Files Location: |c:\temp\onegradeplusinstallew‘l.BB.D\onegradepIus-importsenrice |

Service Target Location: |C:\TotaICoIIege\OneGrade\OneGradeImportSenrice |

1 Log File Location |C:'—-.Logfiles'-.OneGradeImport |
E
Step 1: Copy Service Files v
Step 2: nstall Service v
Step 3: Start Service v
The Service is Running
Finish

Press Finish to complete the installation process:

(¥ OneGradePlus Installer - Finished — O x

ImportService was Successfully Installed
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Configuring the OneGrade Import Service after Installation
The OneGrade Import Service will now be displayed in the list of Services from where it can be
stopped / started or restarted:

; L Services - [m| X
File Action View Help
¢ @ EC= BE »muw

. Services (Local)

. Services (Local)
- ~ |

] OneGradelmportService Mame Description Status Startup Type Log On As 2
] \‘;')_;Of'fice Source Engine Saves install... Manual Local System
Stop the service

Office Software Protection Platform Office Soft..  Running  Manual Metwork Service

Restart the service

OneGradelmportService OneGrade ...  Running  Automatic Local Service
OpenS5H Authentication Agent Agent to ho.. Disabled Local System
Description: . ».‘.:)_;Open\u'PN Interactive Service Running  Automatic Local System
OneGrade Import Service by Total & .
College Ltd. HI)_;OpenVPN Service Manual Local System
5 Optimise drives Helps the c... Manual Local System
».'.:)_;Parenta\ Controls Enforces pa... Manual Local System
-&I)_;Payments and NFC/SE Manager Manages pa.. Running Manual (Trig... Local Service e
\F_xtended }(Standard/
3

The OneGrade Import Service holds its database connection details within the
OneGradelmportService.exe.config file in the location to which the OneGrade Import Service was

installed:
: F . S
l I & = | C\TotalCollege\OneGrade\OneGradelmportService
! Home Share View
« v 4 » ThisPC s Windows (C) » TotalCollege » OneGrade » OneGradelmportService w @ Search OneGradelmportService
~
v TotalCollege L) Mame Date modified Type Size
nEbisiness) [&] OneGradelmportLib.dil 024 16:11 Application exten... 156 KB
. OneGrade [#] OneGradelmportService.exe 024 16:11 Application 30KB
Database ¥ OneGradelmportService.exe.config 16y 13:21 XML Configuratio... 1KB
Logfiles
OneGrade
OneGradelmportService
OneGradePlus b
3 items

If these database connection details need to be altered, the file should be opened in Notepad and
edited. To create the encrypted password text, use the utility available from the System
Maintenance menu within the OneGrade Windows application. More Details:
https://totalcollege.co.uk/wp-content/uploads/2026/01/Storing-Passwords-in-OneGrade.pdf.

l OneGradelmportService.exe.config - Notepad -

File Edit Format View Help

)v(?xml version="1.8" encoding="utf-8" 2>

<configuration>
<startup>

<supportedRuntime version="v4.8" sku=".NETFramework,Version=v4.8" />
</startup>
<appSettings>

<add key="0GI_TRACE_LOCATION" value="C:\Logfiles\OneGradeImport"/>
<add key="0GI_CONNECTION_STRING” walue="Server={SERVER};Database={DATABASE};User ID={USER};Password={PASSWORD};Trusted_Connection=False;"/>
<add key="0GI_CONNECTION SERVER"  wvalue="{(local)"/>
<add key="0GI_CONNECTION_DATABASE" wvalue="OneGradelew"/>
<add key="0GI_CONNECTION_USER" value="TCUserAccount "/»
<add key="0GI_CONNECTION_PASSWORD" walue="ENCRYPTED:vwK4nJZKxPb3930pqdyMBg=="/>

<add key="0GI_CONNECTION_TIMEQUT_SECONDS"  value="128@"/>

</appSettings>
<fconfiguration>

Ln1, Col1 100%  Windows (CRLF) UTF-
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If you make any changes to the OneGradelmportService.exe.config file, you will need to restart the
OneGrade Import Services for the changes to take effect.

In order to use the tracing feature (for the Service to write to Log Files) , it is important that the
account under which the OneGrade Import Service is running (usually the Local Service account) has
Write access to the folder within which the log files will be written to and stored. The account under
which the Service is running should have permission to write to the log file location by default, but if
not, explicitly add the permission:

- — ———— e — —
d e LilogrhilesiUinelaradelmport
Home Share View
<« v A » ThisPC » Windows (C:) » LogFiles » OneGradelmport v O Search OneGradelmport
Jersey2024 Lo} MName ¥ Date modified Type Size
Loghiles 2| OneGradelmportService Log_ 20240916t 16/02/2024 13:24 Text Document 18KB
OneGrade OneGradelmport Properties w Text Document 4 KB
OneGradelmport Text Document 4KB
logos General Sharing Securty  Previous Versions Customise Text Document 59 KB
MSOCache Object name:  C:\LogFiles'\OneGradelmport Text Document 8KB
iR Text Document 31 KB
Group or user names: Text Document 151 KB
OneDriveTemp ER Autherticated Users al
OneGrade £2.5YSTEM Permissions for OneGradelmport *
! #& LOCAL SERVICE
Combinedimport 88 fdminictratare i1 ADTADCDETMTH T & Amind Security
DataDictionary <
To change pemissions, click Edit. Object name:  C:\LogFiles\OneGradelmport
emaltemplate
ImportFiles Pemissions for LOCAL SERVICE Aloy ~ Group orusernames:
X SR Autherticated Users
MathsEnglish Full control $2 SYSTEM
Migration to OneGradeLive Modiy 1 L0CAL SERVICE
e Read & execute V| | 82 Administrators (LAPTOP-CPGTNTHZ\Administrators)
i B V| | B Users (LAPTOP-CPETNTHZ\Users)
23items 1 item selected 17.6 KB Read v
: " Wite v B
For special permissions or advanced settings, Add... Remave 1
encil” " Celllmag 2 . Y click Advanced.
. Pemissions for LOCAL SERVICE Allow Deny
Read & execute O ~
List folder contents O
QK Cance_ Resd 0
i Wrila. . O
Special pemmissions v
Cancel Apply
— -}
You will be able to tell if the OneGrade Import Service is writing log files because a file named
OneGradelmportService_Log_yyyymmdd.txt will be present in the log files folder location. (where
yyyymmdd is todays date)
Only the last 30 days log files will be retained in this folder location. Log files older than 30 days will
be deleted.
The OneGrade Import Service is designed to send an email via an SMTP Server (e.g. MS Exchange)
after it has executed each job. To configure this, use the System Settings Values screen (from the
System Maintenance menu) within the OneGrade Windows Application. Further details are
available in the Combined Import and Scheduler User Guide.
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OneGrade Import Service Upgrade
After extracting the installation files locally on the server on which IIS is installed, run the file

OneGradePluslinstaller.exe:

LogFiles

OneGradePlus-Website
|_'| Microsoft.Web. Administration.dll
[ OneGradePlusinstaller.exe
¥ OneGradePlusinstaller.exe.config

30/01,2024 14:26
30/01/2024 14:26

08/03/2016 10:28

)]

0/01/2024 13:53

-
1 90U AU

ONE@RAQE

File folder
File folder
Application exten... 144 KB
Application 316 KB
XML Cenfiguratic... 1KB

After ticking the Agreement checkbox, you will be asked to Install or Upgrade the OneGradePlus

Import Service. Select to Upgrade the OneGradePlus Import Service and press Next:

@ OneGradePlus Installer

Product Version: 1.40.0.28065

Please select an Option:

@ONE@RADE

Welcome to the OneGrade Plus Installer.

Total College Ltd shall, under no circumstances, be liable for any damages or losses anising out of the
use or inability to use this software product or any other software product used witht his software product.

By choosing to Install the software you are agreeing to this limitation of liability and the terms of use of this software.

(O Upgrade an Existing OneGradePlus Website

O Install a New OneGradePlus Import Service

® Upgrade an Existing OneGradePlus Import Service

Server Locale: en{GB Date Format: dd/MM/fyyyy

O Install a New OneGradePlus Website

- O X

MNext

After pressing Next, if there is more than one OneGrade Import Service installed on the PC, you will

be asked to select a service:

Upgrade Import Service

Service Name:

Service Location:

Status:

After selecting the Service to upgrade, follow the 3-step process.
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Step 1: Stop Service:

@ OneGradePlus Installer - Upgrade ImportService - O X
Upgrade Import Service ]
B Service Name: |0neGrade|n1portSenrice Services..
Service Location: |CiiTotalCollege\OneGrade|OneGradelmportSenvicel
Status: Service is Running
Step 1: Stop Service

Previous Finish

On success, Step 2: Remove Service:

(& OneGradePlus Installer - Upgrade ImportService - O *
Upgrade Import Service i
Service Name: OneGradeImport Service Services...
Service Location: C:\TotalCollegelOneGrade\OneGradel mportSenvice)
Status: Service is Stopped
Step 1: Stop Service -
Step 2: Remove Service b

The Service was Stopped

Previous 1

On success, Step 3: Upgrade Service:
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One@RADE

@ OneGradePlus Installer - Upgrade ImportService - O X
Upgrade Import Service
Service Name: OneGradelmport Service Services...
Service Location: C:\TotalCollege\OneGrade\OneGradelmportSenice))
Status: Service is Not Installed
Step 1: Stop Service o
Step 2: Remove Service v I
Siep 3 i
The Service has been Removed b
Previous Finish
On success, Step 4: Start Service:
& OneGradePlus Installer - Upgrade ImportService - O Pt
Upgrade Import Service
Service Name: IneGradelmport Service Services. ..
Service Location: C:\TotalCollege\OneGrade\OneGradelmportSernicel
Status: Service is Installed
Step 1: Stop Service i
Step 2: Remove Senvice 7 I
Step 3: v
Step 4 Start Senvice
The Service has been Upgraded - please "Start’ the service )
Previous Finish
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Once the Service has started, a message will be displayed and the Finish button will show:

() OneGradePlus Installer - Upgrade ImportService - O X

Upgrade Import Service

Service Name: ::JneGradaImortSemice Services...

Service Location: |CATotalCollege|OneGrade|OneGradelmportService!

Status: Service is Running

Step 1: -

Step 2: 4 I
Step 3: v

Step 4: v

The Service has been Started

Previous Finish

Press Finish to complete the installation process:

(& OneGradePlus Installer - Finished — O x

ImportService was Successfully Upgraded

T TS T TR T TR T T T T AT TR T TR = T

Hint: If you wish to remove the OneGrade Import Service (e.g. change its location from one
server to another), run the Service upgrade, follow the upgrade process and complete Step 1
(Stop Service) and Step 2 (Remove Service). Then close the upgrader. You will still need to
delete the Service files installed to the Service Location shown.
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Changing the Locale of the Built-in Service Accounts

As mentioned earlier in this document, the accounts under which IS and Services run must be

English (United Kingdom). The primary reason for this is to avoid errors and presentation issues with

date formats. Data Import errors will be reported if the Service is running under an account with a

non-UK locale.

The default IIS user account is 1IS_USRS and the default service account is LOCAL SERVICE, although
depending on configuration of your system, these may be different.

The locale of these user accounts can be found within Control Panel — Clock and Region. Click

Region, then the Administrative tab:

&« « 4 @ » Control Panel » Clock and Region

Control Panel Home 7 Date and Time

Set the time and date

System and Security Change the time zone

Region
Change date, time or number formats

Metwork and Internet

Hardware and Sound

Search Control Panel

v O

Add clocks for different time zones

Programs & Region
User Accounts
Formats  Administrative
Appearance and

Personalisation
¢ (lock and Region

Ease of Access accounts and new user accounts.

Clicking the Copy Settings button opens the Settings screen.

Lanal

¥ Welcome screen and new user accounts settings X

The settings for the current user, welcome screen (system accounts) and new
user accounts are displayed below.

Current user
Display language: English (United States)
English (United Kingdom) - United Kingdom
English (United Kingdom)

United Kingdom

Input language:
Format:
Location:

Welcome screen
Display language: English (United States)
English (United States) - US
English (United States)
United States

Input language:
Format:
Location:

New user accounts
Display language: English (United States)
English (United States) - US
English (United States)
United States

Input language:
T, Format:
Location:

Copy your current settings to:
[[] Welcome screen and system accounts
[[] New user accounts
The new user accounts display language is currently inherited from the

welcome screen display language.

Cancel

TOTAL COLLEGE
@° °°‘co@
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The Current User settings reflect the locale settings of the user that you have logged onto the server
as. The Welcome Screen section displays the locale settings that the Welcome screen and system
accounts are set to. The third New User Accounts section display the locale that will be assigned to
any new user created on the server.

In the above example, the current user has a UK locale (even though the display language is US —
which can be changed in the Settings | Language screen). The Welcome screen and New User
Accounts are US locale.

To apply the UK locale to the Welcome screen (and System Accounts), tick the “Welcome screen and
system accounts” checkbox and press the OK button. This will apply the Current user locale settings
to the Welcome screen locale settings.

After making these changes, it would be advisable to restart the Server.

For a UK server, ideally the settings should be as follows:

¥ Welcome screen and new user accounts settings x

The settings for the current user, welcome screen (system accounts) and new
user accounts are displayed below.

Current user

Display language: English (United Kingdom)

Input language: English (United Kingdom) - United Kingdom
Format: English (United Kingdom)

Location: United Kingdom

Welcome screen

Display language: English (United Kingdom)

Input language: English (United Kingdom) - United Kingdom
Format: English (United Kingdom)

Location: United Kingdom

New user accounts

Display language: English (United Kingdom)

Input language: English (United Kingdom) - United Kingdom
Format: English (United Kingdom)

Location: United Kingdom

Copy your current settings to:
[[] Welcome screen and systemn accounts
[] New user accounts

The new user accounts display language is currently inherited from the

welcome screen display language.

OneGradePlus and the SQL Server Database Query Store

If OneGradePlus exhibits a Save error where records “disappear” from the In Year Grades screen, it
may be due to the Query Store throwing a SQL Server Internal Error (which will be flagged up in the
OneGradePlus error log). This may be due to the Query Store running out of memory (The database
query is extremely large and uses an INSERT...EXEC method). To resolve this issue, turn the Query
Data Store for the OneGrade database OFF.
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MS-0OAuth 2.0 (Entra) - IIS Application Settings

If you chose the MS-OAuth 2.0 (Entra) Authentication option when installing or updating the
OneGradePlus web application, you will see a series of Application Settings within 1IS for the web
application prefixed OGP_OAUTH:

‘_@ Application Settings

Use this feature to store name and value pairs that managed code applications can use at runtime.

Group by: Mo Grouping

Name Value

i OGP_OAUTH APPID 999912345678-12345-67890-54321-876543219999
OGP_OAUTH_CERTIFICATEDATA

OGP_OAUTH_CERTIFICATELOCATION

OGP_OAUTH_CERTIFICATEPASSWORD  password

QGP_OAUTH_CERTIFICATETYPE PFX

OGP_OAUTH_SECRETCODE

OGP_OAUTH_TENANTID 000012345678-12345-67800-54321-876543210000
OGP_SEARCH_TIMEOUT_SECOMNDS 20

OGP_TIMOUT_LOGOUT_SECONDS 1200

<

OGP_OAUTH_TENANTID
The ID of the Entra Tenant containing the Registration of the OneGradePlus application.

OGP_OAUTH_APPID
The ID of the registered OneGradePlus application created by Entra within the Tenant.

OGP_OAUTH _CERTIFICATETYPE
The allowable values for this are CERT, SECRET, PFX, PFX64

OGP_OAUTH_CERTIFICATEDATA

This is required if OGP_OAUTH _CERTIFICATETYPE is given the value CERT or PFX64. For CERT, this is
the Certificate Thumbprint (shown after uploading the certificate in Entra). For PFX64, this would be
the encoded string. When using CERT, you must ensure that the read permission is applied to the
certificate (described in the following section).

OGP_OAUTH_CERTIFICATELOCATION

If OGP_OAUTH _CERTIFICATETYPE is given the value CERT, the allowable value for this is
LocalMachine. This assumes that the IIS Service (WWW Publishing Service) is running under the
Local System Account. If OGP_OAUTH _CERTIFICATETYPE is given the value PFX, this is a free-text
value and is the location of the PFX file (relative to the IIS Server).

OGP_OAUTH_CERTIFICATEPASSWORD

If OGP_OAUTH _CERTIFICATETYPE is given the value PFX or PFX64, this value may be completed if a
password is used. This is held in an Encrypted format. Details can be found here:
https://totalcollege.co.uk/wp-content/uploads/2026/01/Storing-Passwords-in-OneGrade.pdf

OGP_OAUTHSECRETCODE
This is required if OGP_OAUTH _CERTIFICATETYPE is given the value SECRET.
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MS-OAuth 2.0 (Entra) - Grant Read Permission to Local Service Account for
a Certificate

If you have chosen the IS System Value OGP_OAUTH_CERTIFICATETYPE to be “CERT”, you must
ensure that the Local Service Account has Read permission on the certificate.

To do this, open the file certim.msc. This can be found in the c:\windows\system32 folder. You may
need to search for the certIm.msc file using Windows Explorer.

« ~ 4 @ > Search Results in Windows (C:) v O certimmsc
|
~
t s Quickaccess e
L certim - [Certificates - Local Computer\Personal\Certificates] - o x
| mmisec Fie Adion View Help
8 30 Objects vVies 2| e XE R
Gitems 1 item selected 61.6KB =
w [ Personal # || Issued To Issued By
| Certiicates =
| Tiusted Root Certification Ooen ‘
) Enterprise Trust
] Intermediate Certification GlEEs 2 Opes
Trusted Publishers

= cut Request Certficate with New K
| Untrusted Certficates i =
| Third-Party Root Certifical Cory Manage Private Keys...
Bl Trusted Peaple Ee=s Advanced Operations >
| Client Authentication Issu
1 Dreviews Ruild Rante Bpeies Frenort.

When certlm.msc has been opened, select Personal | Certificates from the menu on the left. The list
of registered certificates will be displayed on the right. Right-click the certificate that you have
registered within Entra and which you have entered the thumbprint for within the IIS Application
Setting Value OGP_OAUTH_CERTIFICATEDATA. Select All Tasks | Manage Private Keys...

File Action View Help
e nmE FBXEE HBmE

~ [ Personal [ 1ssued To - Issued By
| Certificates %5
~| Trusted Reot Certification
| Enterprise Trust
= Intermediate Certification Securty
| Trusted Publishers Group ar user names:
) Untrusted Certificates SLsvsTEm
| Third-Party Rest Certfical £ Adminisirators [LAPTOP-CPEINTHZ\Adminisirators)
| Trusted People £ Users (LAPTOP-CPEINTH2\Users)
| Client Authentication Issu
“ Preview Build Roots
<] Test Roots
| AAD Token lssuer Pi o
| &5IM Certification Authori L
~ Homegroup Machine Cer Pemnissionsfor § Select Users or Groups X
| Norton Mail Scanner Trust S
| Norton SSL Scanner Cachr a0 Select this object type
L R netann - | ot pam [Uses. Groups o Bukin securty pinciais | [ Object Types
From this ocation:
[LAPTOPCPSTNTH2 || Locations

i ]
ik Avanead, Enterthe object names to select (gamples):

LOCAL SERVICE Check Names

Advanced, 0K Cancel

From the Permissions screen, Security tab, Press the Add... button. Enter the object name LOCAL
SERVICE (then press Check Names). Then press OK.

Security

Group or user names
H25YSTEM
LOCAL SERVICE
SR Administrators (LAPTOP-CPE1NTHZ\Administrators)
BB Users (LAPTOPCPEINTH2\Users)

Add Remove
Permissions for LOCAL SERVICE Alow Deny
Full contral O O
Read O

Snenial nemissions

Ensure that the LOCAL SERVICE has the Read permission applied.
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MS-OAuth 2.0 (Entra) - Using the OAuth UserName

When OneGradePlus is configured to use OAuth authentication, the “OAuth UserName” within
OneGrade is used.

Within the OneGrade Windows Application, the User Account Screen (System Maintenance | User
Accounts | User Accounts) has a UserName column (mandatory, used for Windows and Forms
authentication) and an OAuth UserName column (optional, used for OAuth authentication).

The OAuth UserName is commonly the same as the Email Address, so a button has been added to
copy the Email Address into the OAuth UserName column. Note that pressing this first clears all the
OAuth UserNames before populating OAuth UserName with the Email Address.

The OAuth UserName can also be edited by pressing the Details button for the selected record.

@ OneGrade from Total College Ltd. — O *

Home  ReferenceData  Imported Data  Import  Systern Maintenance  Value Added  Combined Impert & Scheduling

Home User Account
T Permission Staff ls
lzerMame Sumame Forenamesz Email Address Pemission Groupis) Group Type | Codefs) Enabled OAuth UserName

» andrew genner andrew andrewgenner_staff @college.ac.uk Administrator, Standard Staff andrew  True andrewgenner_staff @college.ac uk

1 row fittered)

Copy Email to OAuthUserName

Open the System Setting Values screen (Main Menu | System Maintenance | System Settings -
Values). Ensure that the System Value OneGradePlusAuthenticationType is set to the correct
OneGradePlus authentication method as specified in 1IS (FORMS, WINDOWS, OAUTH).
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